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Definitions

Data sheet status

Objective specification | This data sheet contains target or goal specifications for product development.

Preliminary specification | This data sheet contains preliminary data; supplementary data may be
published later.

Product specification | This data sheet contains final product specifications.

Limiting values

Limiting values given are in accordance with the Absolute Maximum Rating System (IEC 134).
Stress above one or more of the limiting values may cause permanent damage to the device.
These are stress ratings only and operation of the device at these or at any other conditions above
those given in the Characteristics section of the specification is not implied. Exposure to limiting
values for extended periods may affect device reliability.

Application information

Where application information is given, it is advisory and does not form part of the specification.

Disclaimer

Field of Use - Philips owns a worldwide perpetual license for patents US 5,214,409, US 5,499,017,
US 5,235,326, and for any foreign counterparts or equivalents of these patents. The license is
granted for the Philips Field. The Philips Field covers:

(a) all non-animal applications and

(b) any application for animals raised for human consumption (including but not limited to dairy
animals), including without limitation livestock and fish.

Please note that the license does not include rights outside the Philips Field, and that Philips does
not provide indemnity for the foregoing patents outside the Philips Field. In case you intend to use
the product related to this data sheet outside the "Philips Field" we recommend that you consult a
Philips representative for further clarification.

Life support applications - These products are not designed for use in life support appliances,
devices, or systemswhere malfunction of these products can reasonably be expected to result in
personal injury. Philips Semiconductors customers using or selling these products for use in such
applications do so at their own risk and agree to fully indemnify Philips Semiconductors for any
damages resulting from such application.

Right to make changes - Philips Semiconductors reserves the right to make changes in the prod-
ucts — including circuits, standard cells, and/or software - described or contained herein in order to
improve design and/or performance. When the product is in full production (status ‘Production’),
relevant changes will be communicated via a Customer Product/Process Change Notification
(CPCN). Philips Semiconductors assumes no responsibility or liability for the use of any of these
products, conveys no licence or title under any patent, copyright, or mask work right to these prod-
ucts, and makes no representations or warranties that these products are free from patent, copyright,
or mask work right infringement, unless otherwise specified.
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1. Basic Features of the HITAG System

hltag is the name of one of the universal and powerful product lines of our 125 kHz family.
The contactless read/write system that works with passive transponders is suitable for various ap-
plications. Inductive coupling helps you to achieve big reading ranges and the use of cryptography
guarantees highest data security.

Anticollision (AC) Mode, which is used only in long range operation, allows you to handle several
transponders that are within the communication field of the antenna at the same time, thus achiev-
ing highest operating security and permitting to handle several transponders (TAGs) quickly and
simultaneously.

The HITAG product family is used both in the proximity area (operating range up to about
200 mm) and in the long range area (operating range up to about 1000 mm).

HITAG 1 transponders are highly integrated and do not need any external components beside the

HITAG 1 TAG ASIC (HT1 ICS30 02x) and one coil. The memory of the transponder has a size of
2 KBit.

2. Introduction

The HITAG 1 ASIC is a flexible and powerful member of our HITAG™ family. Data are transmit-
ted bidirectionally, in half duplex mode, between read/write device and transponder. To achieve a
high level of security, data may be transmitted enciphered.

The following chapters describe the transmission protocols of HITAG 1 TAG ASICs with operating
modes, course of operation and timing.

The HITAG 1 TAG ASIC provides two protocol modes, Standard and Advanced Protocol Mode.
These modes are not set by configuration. The user has the possibility to choose among the modes
by the proper command set.

The differences between the Standard Protocol Mode and the Advanced Protocol Mode are:

The Advanced Protocol Mode works compared to the Standard Protocol Mode with increased num-
ber of Startbits and an 8 Bit Cyclic Redundancy Check (CRC) sent by the TAG ASIC in read opera-
tions.
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3. Specifications

3.1. Transponders / Overview

parameter

carrier frequency 125 kHz

coding read Manchester / AC (anticollision)
write Pulse Duration

modulation ASK (amplitude shift keying)

total memory size 2KBit

user memory read/write 224 Byte

read only serial number 32 Bits

data retention 10 years

data security

encryption, authentication, passwords

data integrity

half-duplex handshake, cyclic redundancy check

3.2. Electromagnetic Characteristics

3.2.1. Magnetic Flux Densities

Since magnetic coupling for the data transmission between read/write device (RWD) is used the
magnetic field is the most important attribute. The following figure shows the run of the magnetic
field lines with the transponder (TAG) placed in the antenna field.

d

antenna

B
—

ASIC
transponder

antenna
read/write
device
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3.2.2. Equivalent Circuit for Data and Energy Transfer

The following drawing shows the model for the transmission channel realised as an inductive cou-
pled circuit. The primary side (L) represents the read/write antenna and the secondary side (L) the
antenna of the transponder.

-
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3.3. Data Transmission Transponder — Read/Write Device

3.3.1. Coding

Absorption modulation is used, when sending data to the read/write device. To force the absorption
of the magnetic field, the transponder in principle turns on/off an internal resistor. With the resistor
turned on, the physical state is named Modulator ON (loaded) otherwise Modulator OFF (un-
loaded.)

Two techniques are used for different modes of the transponder (see also chapters "Protocol Modes
and Command Set").

Mode Coding Bit Length T Bit rate
Anticollision Mode AC 64 Ty 2 KBit/s
SELECT Mode Manchester 32T, 4 KBit/s
HALT Mode Manchester 32Ty 4 KBit/s

To Carrier period time (/;25q1, = 8psec nominal)
DATA 1 0 1 0 0 0 1

DATA RATE i

MANCHESTER| | | [

7

AC-CODE TFLHJ_L

| s

SEIRE
:
B
7
F

Loading Modulation: = ON !

The first bit of the transmitted data always starts with the Modulator ON (loaded) state.

AC-Coding realises the lower baudrate, which is used for anticollision mode. The main part of
communication uses the select mode of the transponder.
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3.3.2. Modulation

The following figure shows the voltage at the antenna coil of the transponder. It was measured by
an additional coil fixed at the transponder.

The minimum modulation ratio depends on the coupling factor of the configuration (read/write an-
tenna, tag antenna size).
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3.4. Data Transmission Read/Write Device — Transponder

3.4.1. Coding

Data are transmitted to the transponder by switching on/off the current through the antenna. When
the current is switched off, the physical state is named low field, otherwise high field.

Binary puls length modulation (BPLM) is used to encode the data stream.

All coded data bits and the stop condition start with a low field of length tjoy.
Afterwards the field is switched on again:

e ‘0’ and ‘I’ can be distinguished by the duration of T[0] and T[1].
e The end of the data transmission is characterized by a stop condition.

The following figure shows the data transmission from the read/write device to the transponder.

DATA

L

- -\
AR S

CODED
DATA

ANTENNA
SIGNAL/STATION

ANTENNA m
SIGNAL/TAG

=PSLEIE

T o m Tow Tstop

<« —» = >
Symbol Description Duration
tiow low field time 4..10 Ty *)
T[O] logic O pulse length 18..22 Ty
T[1] logic 1 pulse length 26..32 Ty
tstop high field for stop condition >36 Ty

*) This application specific value will be within this frame, but has to be optimized for each appli-
cation depending on antenna current and quality factor!

Ty Carrier period time (1/ 125kHz = SUsec nominal)

The average Bit rate from the read/write device to transponder therefore is:

Bit rate = #: 52 KBit/s
T[0]+T[1]
Note: The end of each data sequence from read/write device to transponder has to be a

stop condition.
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Depending on transient and decay times caused by different read/write devices the timing for T[0],
T[1] and toy has to be adapted.

The following two examples show the timing for two read/write devices from Philips.

Used timing values with HT RM440 HITAG Proximity Reader Modul are:

Symbol Description Duration
tlow low field time 6Ty
T[O] logic O pulse length 22Ty
T[1] logic 1 pulse length 28 Ty

Used timing values with HT RM800 HITAG Long Range Reader Modul are:

Symbol Description Duration
tlow low field time 8 Ty
T[O] logic O pulse length 22Ty
T[1] logic 1 pulse length 28 Ty

Please Note: This application specific values have to be optimized for each application !
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3.4.2. Modulation

The following figure shows the antenna voltage of the read/write device.

The minimum modulation depends on the quality factor of the antennas (transponder and read/write
device) and on the coupling between the antennas.
A recommended value for the quality factor of the read/write device antenna is approx. 40.
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3.5. Switching the transmission direction

When switching between receiving and sending, the read/write device has to consider time frames,
in which transmission of data is not allowed:

® twarTI: When receiving the last bit from the read/write device, the transponder waits
before answering.
* twaT: After receiving the last bit from the transponder, the read/write device has to wait

before sending data. Data transmitted to the transponder within twait, will not
be recognized by the transponder.

Symbol Description Duration
tWAIT1 Transponder switching from receive to transmit, | min. 204 Ty...max 213 Ty
wait time after end of data
tWAIT2 Transponder switching from transmit to receive, | min. 128 T in AC Coding*)
wait time after end of data min. 96 T, in Manchester Coding*)

*) twarrz must not exceed 5000 Ty!
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4. Standard Protocol Modes and Command Set

4.1. General Comments

The Standard Protocol Mode also allows operation with transponders based on the TAG ASIC
HT1 ICS30 01x (transponder type names HT1 DCxx S30/x/N).

(HT1 ICS30 01x is the predecessor version of the TAG ASIC HT1 ICS30 02x.)

The response time of the transponder starts with the detection of the last pause of the carrier signal
in a read/write device (RWD) command.

Note : The grey fields in the timing information are defined by digital processes and are
therefore fixed.

Ty Carrier period time (1/ 125kHz = SUsec nominal).

4.2. Anticollision Mode

The command to read the serial numbers of all transponders (TAGs) presently located in the field of
the read/write antenna uses Anticollision Mode (AC-Mode). As the serial number (SN) is 32 Bits
long, theoretically up to 232 TAGs can be in this mode.

Use the SELECT command to exit AC-Mode.

4.2.1. Commands
421.1. SET CC

After transmitting this command from the read/write device, all transponders presently located in
the field of the read/write antenna respond with One (Startbit) followed by the corresponding 32 Bit
serial number (SN). The response of the transponder is transmitted in Anticollision Code.

RWD | 00110 | —>

TAG |1 [ SN31............... SNO |
T
first in 32 Bit serial number
| tcom | twart1 | tsn | twarr2 |
MIN TYP MAX Unit
tcom 119.5 122 124.5 To
TWAIT1 204 208.5 213 To
SN 2112 To
twAIT2 128 5000 To
total 2570 To

RWD ... Read/Write Device
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4.2.1.2. READ_ID

If more than one TAG (transponder) is in the field of the antenna a special designed RWD recog-
nizes a collision at the Bit position n after sending the command SET_CC. As a result the RWD
sends the command READ_ID.

This command consists of the first (n-1) Bits of the recognized serial number (SN) and the Bit at the
position, where the collision occurred. This Bit replaced by a ONE (or ZERO).

In advance the RWD informs the TAGs in a 5 Bit number (n4 through n0) about the number of the
sent SN Bits. An 8 Bit CRC (cyclic redundancy check) is also sent to the TAGs

After transmitting this command, all TAGs which first n Bits of the serial number match the n sent
Bits in the Read_ID command, answer with the start sequence and the rest of their serial number.

If a collision occurs again the described cycle has to be repeated until one serial number is deter-
mined.

RW [n4n3n2nln0 [SN3l..... SN(31-n+1) [CRC7....CRCO |—

D
0 n Bit SN Part
TAG firstin <[ 1 ]sN@GI-n...SNO |
32 -n Bit SN-Rest
tcoMm ’ tWAIT1 tSNPART tWAIT
2
Standard Protocol Mode Advanced Protocol Mode

MIN TYP MAX MIN TYP MAX Unit
tcom 327 770,5 1214 327 770,5 1214 To
tWAITI 204 204,5 205 204 204,5 205 To
tSNPART 128 1088 2048 256 1216 2176 To
tWAIT2 128 5000 128 5000 To
total 2191 2319 To
To Carrier period time (1/ 125kHz = Spsec nominal).
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4.2.1.3. SELECT

The command SELECT consists of 5 Zero-Bits followed by the determined 32 Bit serial number
and an 8 Bit Cyclic Redundancy Check (CRC). The selected transponder then responds with One
(Startbit) followed by 32 Bits representing the configuration page. The transponder response is not
carried out in Anticollision Code (AC) but already in Manchester Code.

RWD [ 00000 | SN31..SNO | CRC7.. CRCO | —

first in
TAG «|1]otPo7 OTPOO| ...... | 0TP37.0TP30 |
OTP-Byte 0 1,2 3
| tcom | twaIT1 | torp | twarr2 |
MIN TYP MAX Unit
tcom 1) 1110 To
tWAIT1 204 208.5 213 To
totp 1056 To
twAIT2 96 5000 To
total 2500 To

1) depends on the data sent to the TAG
(intervals for logic 0 and logic 1 are different)
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4.3. SELECT Mode

You use SELECT Mode to read data from and write data on a transponder. In this mode you can
work either with cryptography (secret) or without (plain) (see Chapter 4.4, Authentication).
A transponder can be read or written or muted after processing.

Command set-up in SELECT_MODE

COMMAND ADDRESS CRC
CMD3 ......... CMDO

COMMAND: Command ( 4 Bits)

ADDRESS: Address (8 Bits, MSB first), indicates the start of a page or block respectively.
A7 and A6 must be 0 (highest page number is 63, see also chapter 7)

CRC: Check byte ( 8 Bits, MSB first)

The following commands are supported:

COMMAND |CODE Read |Write |Block |Encrypted |Plain |Notes
CMD3210 CMD
WRPPAGE 1000 no yes no no yes | Writes a plain page
WRPBLK 1001 no yes yes no yes | Writes a plain block
WRCPAGE 1010 no yes no yes no [ Writes a crypto page
WRCBLK 1011 no yes yes yes no | Writes a crypto block
RDPPAGE 1100 yes no no no yes | Reads a plain page
RDPBLK 1101 yes no yes no yes | Reads a plain block
RDCPAGE 1110 yes no no yes no |[Reads a crypto page
RDCBLK 1111 yes no yes yes no | Reads a crypto block
HALT 0111 no no no Turns into HALT Mode
HH#
First in

4.3.1. Command Length

Length [Bits] =L {COMMAND} + L {ADDRESS} + L {CRC} =
4 + 8 + 8 =20 Bits

So the number of Bits for a command is always 20, no matter which command.
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4.3.2.

Order of a Read Sequence

After transmitting a READ command, the address and the 8 Bit Cyclic Redundancy Check (CRC),
the transponder responds with One (Startbit) and 32, 64, 96 or 128 Bits data. It depends on whether
the command was a READ Page or a READ Block command. If you do not indicate the beginning
of a block but a page within this block as the address for a READ Block command, then all pages
starting from this address to the end of the block will be sent to the read/write device.

RWD |READ Com. |A7

A0 [CRC7...CRCO |-

page resp.

32,64, 96 or 128 Bit

block address read data
TAG « | 1| Page O [Page 1 Page Page3
2
tcom |tWA1T1 {READ |tWA1T2 |
MIN TYP MAX Unit
tcom 1) 440 500 550 To
TWAIT1 204 208.5 213 To
tREAD 2) 1056 4128 To
twAIT2 96 5000 To
total 3) 1857 Ty
total 4) 4929 Ty

1) depends on the data (read command, address, CRC)
2) depends on page- or block access

3) Page Access
4) Block Access

Page 18 of 45
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4.3.3. Order of a Write Sequence

The EEPROM is organised byte by byte. However, the protocol read/write device to transponder
supports only access to a page or a complete block. To avoid temporary storage of a block in the
transponder (before programming takes place) data is transmitted to the transponder only page by
page. Every word is protected by a check byte and an acknowledgement signal from the trans-
ponder confirms correct programming. This acknowledgement is always done in plain form.

RWD |Write Com. |[A7..A0 [CRC7..CRCO |-

page resp.
block address
TAG —|1]o]1]
ACK.
| tcom | twarT1 | tack. | twart2 |
32 Bits data

RWD | D7..D0 | D7..D0 | D7..D0 | D7..D0 |CRC7..CRCO |-

Byte 0 1 2 3
TAG —|1]o]1]
ACK
tpATA | tPROG| tAck. | twarr2

With a Write Page command the last part of this protocol is executed only once. With a Write Block
command this part is executed one to four times, depending on whether the address indicates the
beginning of a block or the beginning of one of the three remaining pages within that block.

MIN TYP MAX Unit
tcom 1) 440 500 550 To
TWAIT1 204 208.5 213 To
tACK. 96 To
twAIT2 96 5000 To
tDATA 2) 1000 To
tPROG 716 721 726 3) To
total 4 2800 To
total 5) 8550 To

1) depends on the data (write command, address, CRC)

2) depends on page- or block access and on the data

3) for flexibility reasons (perhaps the use of future EEPROM blocks with different timing)
we recommend to calculate with tproc of max. 1250 T.

4) Page Access

5) Block Access

Attention:  For transponders based on the TAG ASIC HT1 ICS30 0/x tproc must be max.
1250T, !
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4.4. HALT Mode

The HALT Mode is used to disable a selected transponder remaining in the reading area of the
read/write device.

Multitag operations handled by the long-range reader use this mode. This mode may be a useful
feature for proximity applications, too. By muting a selected transponder (HALT Mode) another
transponder, that is to be found in the communication field of the antenna, can be recognized.

A transponder, once turned to HALT Mode, can only be enabled by executing a power on reset.
This means either the power supply of the transponder (magnetic field) must be interrupted for
about 10 ms or the transponder must be moved out of the antenna field.

This command may be ciphered or not, depending on the current operating mode of the transponder
(plain or ciphered).

RWD lo[1][1]1] DUMMY [ CRC7..CRCO |-
HALT command
TAG —[1]o]1]
ACK
| tcom |tWA1T1| fack. | twar2 |
MIN TYP MAX Unit
tcom 448 500 564 To
TWAIT1 204 208.5 213 To
tACK. 96 To
twAIT2 96 5000 To
total 900 To
Dummy

This parameter must be sent for command length reasons only. CRC must be valid although the
transponder does not process this data. As the HALT command is a plain command, the dummy
data must be a valid address pointing to a plain area (greater than or equal to 00100000, A7 and A6
must be 0 too).

Page 20 of 45 Public Information



HT1 Transponder Family Rev. 3.1 19.07.06

4.5. Authentication

In order to be able to operate HITAG 1 transponders in Encrypted Mode Keys and Logdata of
RWD and TAG have to be identically. You have to process an authentication protocol first. The
crypto blocks on the read/write device and on the transponder respectively get the same start value
and are thus able to work synchronously.

The command WRCPAGE is also used to start the authentication process, followed by some 8 Bit
information (see table below) indicating which key with the respective logdata the authentication
uses, and an 8 Bit CRC. The transponder returns an acknowledgement signal.

After sending a 32 Bit random number to the transponder, the start value for the crypto block is
defined.

Up to this point the protocol uses plain text. From now on both crypto blocks have the same start
value so the protocol continues in encrypted form.

The transponder responds to the random number with the Startbit and the 32 Bit Logdata OA or OB,

then the read/write device sends 32 Bit Logdata 1A or 1B to the transponder. These are acknowl-
edged by the transponder.

The Authentication Protocol contains the information, which of the two sets of Key and Logdata (A
or B) are used (see chapter 4.4.1).

The following table shows the connection between Key Information and set of Key and Logdata:

Key Information Logdata TAG --> Read/Write | Logdata Read/Write Device -
Device ->TAG
00000000 Logdata 0A Logdata 1A
00000010 Logdata 0B Logdata 1B
HitH
First in

The RWD has to use the according Key for encoding and decoding of the data.

Public Information Page 21 of 45



HT1 Transponder Family Rev. 3.1 19.07.06

4.5.1. Authentication Protocol

RWD | CMD3 ...CMDO | Key Information | CRC7 ... CRCO | —
WRCPAGE-command

TAG «[1]o]1]

ACK.
| tcoM | twarri | tack. | twam2 |
RWD | 32 Bit random number | —>
plain text T
encrypted ¥
TAG « |1 32 Bit Logdata OA (0B)
| tpzz | tWAIT1 tLOGO tWAIT2

RWD | 32 Bit Logdata 1A (1B) |—

TAG —|1]o]1]
ACK.
| tLOG1 | tWAIT1 1) | tACK. | tWAIT2 |

1) Attention: For transponders based on the TAG ASIC HT1 ICS30 07x this twarr; only

is 72 £ 14 T,.

MIN TYP MAX Unit
tcom 470 473 476 To
tWAIT1 204 208.5 213 To
tAcCK. 96 To
twAIT2 96 5000 To
trzz 704 800 896 To
tLOGO 1056 To
tLOG1 704 800 896 To
total 4220 To

After start-up of the authentication process the protocol for the selected transponder runs in En-
crypted Mode. However, acknowledgement is sent in plain text.

To return to Plain Text Mode you have to send a plain text command. As the transponder is still in
Encrypted Mode this plain text command has to be sent in encrypted form. If you use a READ
command the answer is already sent in plain text.
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5. Advanced Protocol Modes and Command Set

5.1. General Comments

The new Advanced Protocol Mode works compared to the Standard Protocol Mode with increased
number of Startbits and an 8 Bit CRC sent by the ASIC for read operations.

This communication protocol is not supported by transponders based on TAG ASIC HT1 ICS30 07x.

The response time of the transponder starts with the detection of the last pause of the carrier signal
in an RWD command.

Note: The grey fields in the timing information are defined by digital processes and are therefore fixed.

Ty Carrier period time (1/ 125kHz = SUsec nominal).

5.2. Anticollision Mode

The command to read the serial numbers of all transponders (TAGs) presently located in the field of
the read/write antenna uses Anticollision Mode (AC-Mode). As the serial number is 32 Bits long,
theoretically up to 232 TAGs can be in this mode.

Use the SELECT command to exit AC-Mode.

5.2.1. Commands
5.2.1.1. SET_CCNEW

After transmitting this command from the read/write device, all transponders presently located in
the field of the read/write antenna respond with three Startbits followed by the corresponding 32 Bit
serial number. The response of the transponder is transmitted in Anticollision Code.

RWD | 11001 | —

TAG {111 [ SN31 ... SNO |

T

first in 32 Bit serial number

| tcom | twAIT! | tsn | twart2 |

MIN TYP MAX Unit

tcom 125 128 131 To
TWAIT1 204 208.5 213 To
tsN 2240 To
tWAIT2 128 5000 To
total 2635 To

The command SET_CCNEW can be repeated as long as the transponder is in AC-Mode.

PLEASE NOTE: If the command SET_CCNEW is transmitted once the transponder stays in
the Advanced Protocol Mode, even if a SET_CC command (Standard Protocol Mode) is
transmitted. Only a power on reset of the TAG ASIC (power supply of the TAG must be inter-
rupted for about 10ms) is able to reset this Advanced Protocol Mode.
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5.2.1.2. READ_ID

If more than one TAG (transponder) is in the field of the antenna a special designed RWD recog-
nizes a collision at the Bit position n after sending the command SET_CC. As a result the RWD
sends the command READ _ID.

This command consists of the first (n-1) Bits of the recognized serial number (SN) and the Bit at the
position, where the collision occurred. This Bit replaced by a ONE (or ZERO).

In advance the RWD informs the TAGs in a 5 Bit number (n4 through n0) about the number of the
sent SN Bits. An 8 Bit CRC (cyclic redundancy check) is also sent to the TAGs

After transmitting this command, all TAGs which first n Bits of the serial number match the n sent
Bits in the Read_ID command, answer with the start sequence and the rest of their serial number.

If a collision occurs again the described cycle has to be repeated until one serial number is deter-
mined.

RW |n4n3n2n1n0 |SN31..... SN(31-n+1) [CRC7....CRCO |—

D
0 n Bit SN Part
TAG first in « | 111111 [SN(31-n).....SNO |
32 -n Bit SN-Rest
tcom | tWAITI tSNPART | tWAIT
2
Standard Protocol Mode Advanced Protocol Mode

MIN TYP MAX MIN TYP MAX Unit
tcoM 327 770,5 1214 327 770,5 1214 To
tWAITI 204 204,5 205 204 204,5 205 To
tSNPART 128 1088 2048 256 1216 2176 To
tWAIT2 128 5000 128 5000 To
total 2191 2319 Ty
Ty Carrier period time (1/ 125kHz = S sec nominal).
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5.2.1.3. SELECT

The command SELECT consists of 5 Zero-Bits followed by the determined 32 Bit serial number
and an 8 Bit CRC. The selected transponder then responds with the start sequence (6 ones) followed
by 32 Bits representing the configuration page and 8 Bits CRC. The transponder response is not
carried out in Anticollision Code but already in Manchester Code.

RWD| 00000 | SN31.SNO | CRC7.. CRCO |_)

first in
TAG <_| 111111 | OTPO7 OTPOO | | OTP37..0TP30 | CRC7..0 |
OTP-Byte 0 1,2 3
| tcom | twaArT1 | torp | twarr2 |
MIN TYP MAX Unit
tcom 1) 967 1125 1253 To
tWAIT1 204 208.5 213 To
totp 1472 To
twAIT2 96 5000 To
total 2900 To

1) depends on the data sent to the TAG
(intervals for logic 0 and logic 1 are different)
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5.3. SELECT Mode

You use SELECT Mode to read data from and write data on a transponder. In this mode you can
work either with cryptography (secret) or without (plain) (see Chapter 5.4, Authentication).
A transponder can be read or written or muted after processing.

Command set-up in SELECT_MODE

COMMAND ADDRESS CRC
CMD3 ......... CMDO

COMMAND: Command ( 4 Bits)

ADDRESS: Address (8 Bits, MSB first), indicates the start of a page or block respectively.
A7 and A6 must be 0 (highest page number is 63, see also chapter 7).

CRC: Check byte ( 8 Bits, MSB first)

The following commands are supported:

COMMAND |CODE Read |Write |Block |Encrypted |[Plain |Notes
CMD3210 CMD
WRPPAGE 1000 no yes no no yes | Writes a page
WRPBLK 1001 no yes yes no yes [Writes a block
WRCPAGE 1010 no yes no yes no | Writes a page
WRCBLK 1011 no yes yes yes no | Writes a block
RDPPAGE 1100 yes no no no yes | Reads a page
RDPBLK 1101 yes no yes no yes [Reads a block
RDCPAGE 1110 yes no no yes no |[Reads a page
RDCBLK 1111 yes no yes yes no | Reads a block
HALT 0111 no no no Turns into HALT Mode
HH#
First in

5.3.1. Command Length

Length [Bits] =L {COMMAND} + L {ADDRESS} + L {CRC} =
4 + 8 + 8 =20 Bits

So the number of Bits for a command is always 20, no matter which command.
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5.3.2. Order of a Read Sequence

After transmitting a READ command, the address and the 8 Bit CRC, the transponder responds
with the startsequence (6 ones) and 32, 64, 96 or 128 Bits data, depending on whether the command
was a READ Page or a READ Block command. If you do not indicate the beginning of a block but
a page within this block as the address for a READ Block command, then all pages starting from
this address to the end of the block will be sent to the read/write device.

RWD |READCom. |A7 .. AD |CRC7..CRCO |_>

page or 32, 64, 96 or 128 Bit
block read data
address
TAG o |t |PageO |Pagel Page2  Page3 CRC7.0
tcom twaIT1 {READ twarrm2
MIN TYP MAX Unit
tcom 1) 442 500 564 To
tWAIT1 204 208.5 213 To
tREAD 2) 1472 4544 To
tWAIT2 96 5000 To
total 3) 2280 To
total 4) 5346 To

1) depends on the data (read command, address, CRC)
2) depends on page- or block access

3) Page Access

4) Block Access
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5.3.3. Order of a Write Sequence

The EEPROM is organised byte by byte. However, the protocol read/write device to transponder
supports only access to a page or a complete block. To avoid temporary storage of a block in the
transponder (before programming takes place) data is transmitted to the transponder only page by
page. Every word is protected by a check byte and an acknowledgement signal from the trans-
ponder confirms correct programming. This acknowledgement is always done in plain form.

RWD [Write Com. [A7..A0 [CRC7....CRCO |-

page or block address
TAG (111111 o]
ACK.
| tcom |tWA1T1 | tack. |tWAIT2 |

32 Bits write data

RWD | D7. .D0O | D7 DO | D7 D0 | D7 DO [CRC7.CRCO|—

Byte 0 1 2 3
TAG (11111t ]oft1]
ACK.
| tpATA | tPrOG | tAck. | twarT2 |

With a Write Page command the last part of this protocol is executed only once. With a Write Block
command this part is executed one to four times, depending on whether the address indicates the
beginning of a block or the beginning of one of the three remaining pages within that block.

MIN TYP MAX Unit
tcom 1) 442 500 564 To
tWAIT1 204 208.5 213 To
tACK. 256 To
twAIT2 96 5000 To
tDATA 2) 1000 To
tPROG 716 721 726 3) To
total 4) 3125 To
total 5) 9330 To

1) depends on the data (write command, address, CRC)

2) depends on page- or block access and on the data

3) for flexibility reasons (perhaps the use of future EEPROM blocks with different timing)
we recommend to calculate with tproc of max. 1250 T,

4) Page Access

5) Block Access
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5.4. HALT Mode

The HALT Mode is used to disable a selected transponder remaining in the reading area of the
read/write device.

Multitag operations handled by the long range reader use this mode. This mode may be a useful
feature for proximity applications, too. By muting a selected transponder (HALT Mode) another
transponder, that is to be found in the communication field of the antenna, can be recognized.

A transponder, once turned to HALT Mode, can only be enabled by executing a power on reset.
This means either the power supply of the transponder must be interrupted for about 10 ms or the
transponder must be moved out of the antenna field.

This command may be ciphered or not, depending on the current operating mode of the transponder
(plain or ciphered).

RWD [o[1]1]1] DUMMY [ CRC7..CRCO |-
HALT command
TAG <[ttt o]
ACK.
| tCoOM | twarT! | {ACK. | twarT2 |
MIN TYP MAX Unit
tcom 448 500 564 To
tWAIT1 204 208.5 213 To
tACK. 256 To
twAIT2 96 5000 To
total 1060 To
Dummy

This parameter must be sent for command length reasons only. CRC must be valid although the
transponder does not process this data. As the HALT command is a plain command, the dummy
data must be a valid address pointing to a plain area (greater than or equal to 00100000, A7 and A6
must be 0 too).
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5.5. Authentication

In order to be able to operate HITAG 1 transponders in Encrypted Mode Keys and Logdata of
RWD and TAG have to be identically. You have to process an authentication protocol first. The
crypto blocks on the read/write device and on the transponder respectively get the same start value
and are thus able to work synchronously.

The command WRCPAGE is also used to start the authentication process, followed by some 8 Bit
information (see table below) indicating which key with the respective logdata the authentication
uses, and an 8 Bit CRC. The transponder returns an acknowledgement signal.

After sending a 32 Bit random number to the transponder, the start value for the crypto block is
defined.

Up to this point the protocol uses plain text. From now on both crypto blocks have the same start
value so the protocol continues in encrypted form.

The transponder responds to the random number with the Startbit and the 32 Bit Logdata OA or OB,

then the read/write device sends 32 Bit Logdata 1A or 1B to the transponder. These are acknowl-
edged by the transponder.

The Authentication Protocol contains the information, which of the two sets of Key and Logdata (A
or B) are used (see chapter 5.4.1).

The following table shows the connection between Key Information and set of Key and Logdata:

Key Information Logdata TAG --> Read/Write | Logdata Read/Write Device -
Device ->TAG
00000000 Logdata 0A Logdata 1A
00000010 Logdata 0B Logdata 1B
HitH
First in

The RWD has to use the according Key for encoding and decoding of the data.
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5.5.1. Authentication Protocol

RWD | CMD3 ...CMDO | Key Information | CRC7 ... CRCO | —
WRCPAGE-command

TAG [t fof]
ACK.
| tcoM | twarri | tACK. | twarr |

RWD | 32 Bit random number | —>

plain text )
encrypted ¥

TAG « | 111111 | 32 Bit Logdata OA (0B)
| tPzz | tWAITI tLOGO tWAIT2

RWD | 32 Bit Logdata 1A (1B) |—

i

ACK.
| tLOG1 | tWAIT1 | tACK. | tWAIT2
MIN TYP MAX Unit
tCOM 470 473 476 To
TWAITH 204 208.5 213 To
tACK. 256 To
tWAIT2 96 5000 To
tPZZ 704 800 896 To
tLOGO 1216 To
tLOG1 704 800 896 Ty
total 4710 To

After start-up of the authentication process the protocol for the selected transponder runs in En-
crypted Mode. However, acknowledgement is sent in plain text.

To return to Plain Text Mode you have to send a plain text command. As the transponder is still in
Encrypted Mode this plain text command has to be sent in encrypted form. If you use a READ
command the answer is already sent in plain text.
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6. Transponder Access / Flow Chart
N Power Off
Power On
[ -
4
SET_CC
SET_CC NEW
v
SELECT
CRYPTO yes
A 4
o AUTHENTICATION
J >
4 4
RDPPAGE RDCPAGE
RDPBLK RDCBLK
WRPPAGE WRCPAGE
WRPBLK WRCBLK
\ 4 \ 4
HALT HALT
reset all TAGs v v
> process more TAGs -

POWER OFF

POWER ON

SET_CC,

SET_CC NEW

SELECT

AUTHENTICATION

HALT

The read/write device turns off the 125 kHz transmitter to put the
transponder in its initial (reset) state

The read/write device activates the 125 kHz transmitter to supply
the transponder with energy (TAG power up time ~ 3 ms)

After receiving the SET_CC (SET_CC NEW) command the
transponder responds with its serial number

The transponder is selected by its serial number and responds
with its configuration (configuration page)

By carrying out mutual authentication the Encrypted Mode for
transmission is entered

The transponder is deactivated (not necessary for single trans-
ponder operation)
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7. Memory Map

The 2 KBit memory area in the EEPROM of the HITAG 1 TAG ASIC is divided into 16 blocks.
Each block comprises 4 pages with 4 bytes (at 8 Bits) each. A page is the smallest access unit.

Addressing is done page by page (Page 0 .. 63) and access is gained either page by page or block by
block entering the respective start address. In case of block read/write the transponder is processed

from the start address to the end of the block.

Block access is only available for Blocks 2-15, page access is available for Pages 0-63.

Block 0 .| Serial Number ro
----------------------- - public : :
Block1 ~~o Configuration |r/w or ro
o N R Key A
user data r/w\ . Key B wo or 0
| Block4 | or R Logdata 1B ’
secret OTP "~ Logdata 0A Y
or user data Loadata 1A or
public f-—----o gaaia 0
Block 7 Logdata 0B
Block8 ...
ro read only
r/w read/write
: wo write only
public user data rw OTP one time programmable
0 neither read nor write
________________________ Configuration of the memory is
Block 15 done in the configuration page

Areas (or settings) with light dark background may be configured by the OEM client using the Con-
figuration Page (Page 1).

Memory locations marked with "secret" can only be accessed after a mutual authentication. An en-
ciphered data communication is used in that area.

Memory locations marked with "public" can be accessed without mutual authentication. No encryp-
tion is used.

Block 0 includes the unique serial number (programmed during the production process), the Con-
figuration Page (configuration of the memory area) and the keys. Block 1 includes the logdata.
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7.1. General Definitions

Secret / Public: Access to an address in the secret area of the transponder is only possible using
cryptography and mutual authentication. Access to the plain memory area is only possible without

cryptography (plain).

Block 0 defines the unique serial number (programmed during the production), the configuration
page (configuration of the memory area) and the keys. Block 1 defines the logdata.

Blocks 4 to 7 can be used either as secret or public areas (configurable), and Blocks 2 to 7 either as
read/write or read only areas (configurable). You can also modify keys and logdata and prevent
them from being accessed.

Finally the configuration page itself can be set to read only.

It is extremely important to be particularly careful when using the configuration page (it can
be set to read only once!), keys and logdata as an error can result in loss of access to the secret
area on the transponder.

Attention:  Changing of the configuration page (page 1), Keys and Logdata must be
done in secure environment. The transponder must not be moved out of the
communication field of the antenna during programming! We recommend
to put the transponder close to the antenna (zero-distance) and not to remove
it during programming.

7.1.1. Definition of the Keys

Keys are cryptographic codes, which determine data encryption during data transfer between the
read/write device and transponder.

The keys are predefined by Philips by means of defined Transport Keys (both keys show the same
Bitmap). They can be written to, which means that they can be changed.

The predefined values are:  Key A: 0x00000000, Key B: 0x00000000.

7.1.2. Definition of the Logdata

Logdata represent "passwords" needed to gain access to secret areas on the transponder. Every
cryptographic key (Key A and Key B) includes a pair of logdata. This logdata pair has to be identi-
cal both on the transponder and the read/write device.

ad Key A: Logdata 0 A "Password" that the transponder sends to
the read/write device and which is verified

by the latter.
Logdata 1 A "Password" that the read/write device sends to the

transponder and which is checked
for identity by the latter.
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ad Key B: Logdata 0 B and
Logdata 1 B analogous to Key A

The logdata are also predefined by Philips using defined Transport Logdata (all logdata show the
same Bitmap). They can be read and written. Logdata OA and 1A, as well as Logdata OB and 1B do
not have to show the same values, but Logdata OA/B and 1A/B have to be identical on the
read/write device and on the transponder!

The predefined values are:  Logdata 0A: 0x00000000, Logdata 0B: 0x00000000.
Logdata 1A: 0x00000000, Logdata 1B: 0x00000000.

Attention: Keys and Logdata only can be changed if the Transport Key and the
Transport Logdata are known!

7.2. Configuration of the Transponder

You have the possibility to configure parts of the memory area on the transponder according to your
needs. You realise this configuration in the configuration page (page 1 of the TAG memory). This
is where you also define whether keys and logdata (personalization of the transponders) can be
changed or not.

7.2.1. Organizing the Configuration Page

The configuration page consists of 4 bytes, the first two of which are fixed (in the following called
One Time Programmable bytes), the other two bytes are still free.

The Bitmaps in One Time Programmable (OTP) Bytes O and 1 determine the configuration of the
memory. They define which area is secret or public, r/w, ro, wo or neither read nor write.

You can allocate and write the OTP bytes freely until the configuration page is locked (OTP Byte 1,
Bit 4 is set to ”0”).
After this these bytes are read only bytes and the configuration of the transponder cannot be
changed any more.

Attention:  Once set to ro a configuration page cannot be changed back to r/w again
(Transponder is hardware protected)!

Configuration Bytes 2 and 3: These two bytes, too, are set to read only by the OEM Lock Bit
(Configuration Byte 1 / Bit 4 = ”0”). Considering that fact you can use these two bytes freely. They

will not affect memory configuration.

Explanations of abbreviations used:

r/w read and write

ro read only

wo write only

0 neither read nor write
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7.2.1.1. Configuration Byte 0

first out
J
716(5|14(3(2|11]0
— Block7: "1"..r1/w
"0" ... 10
Block 6: "1"...r/w
"0" ... t0
Block 5: "1"...r/w
"0" ... 10
Block 4: "1"...r/w
"0" ... 10
Block 3: "1" .. r/w
"0" ... 0
Block 2: "1"...r/w
"0"...10
Key A and Key B: "1"... wo
"0"...0
Logdata Aand B: "1" ... 1/w
"0"...0

Configuration Byte 0 / Bit 7:

Bit 7 = ‘1’: Logdata can be read and written to.
Bit 7 = ‘0’: Logdata cannot be accessed.

This Bit can be set or reset until Bit 4 of Configuration Byte 1 is set to ‘0’.

Configuration Byte 0 / Bit 6:

Bit 6 = ‘1’: Keys can only be written to.
Bit 6 = ‘0’: Keys cannot be accessed.

This Bit can be set or reset until Bit 4 of Configuration Byte 1 is set to ‘0’.

Configuration Byte 0 / Bits 0 ... 5:

If one of these Configuration Bits is ‘1°, the corresponding block of the transponder can be read and
written.
If the Bit is set to ‘0’, the corresponding block can only be read.

Within one block the configuration is always identical, that means either all 4 pages are read/write
or all of them are read only.

These Bits can be set or reset until Bit 4 of Configuration Byte 1 is set to ‘0’.
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7.2.1.2. Configuration Byte 1

first out

\J

71651413121 |0

I Access type for Blocks 4 to 7: "0" ... SECRET
"1" ... PUBLIC

reserved

reserved

reserved

OEM Lock Bit: "1" ... Configuration Page is r/'w
"0" ... Configuration Page is ro

reserved

reserved

reserved

Configuration Byte 1/ Bits 5 ... 7:
These three Bits are reserved.

ATTENTION: When writing a new value to Configuration Byte 1, Bit positions marked as
“reserved‘‘ must not be altered. To meet that condition read the current Configuration Byte 1
value and mask in your new values for Bit positions you are allowed to change.

Configuration Byte 1/ Bit 4:

Bit4 = ‘1’: Configuration Page can be read and written to.
Bit 4 = ‘0’: Configuration Page can only be read. This process is irreversible!

ATTENTION: Do not set Bit 4 of Configuration Byte 1 to ‘0’ before having written the final
data into the Configuration Page of the transponder.

Configuration Byte 1/ Bits 1 ... 3:

These three Bits are reserved.

ATTENTION: When writing a new value to Configuration Byte 1, Bit positions marked as
“reserved‘‘ must not be altered. To meet that condition read the current Configuration Byte 1
value and mask in your new values for Bit positions you are allowed to change.

Configuration Byte 1/ Bit 0:

Bit 0 = ‘0’: Access type for Blocks 4 to 7 is SECRET.
Bit 0 = ‘1’: Access type for Blocks 4 to 7 is PUBLIC.

This Bit can be set or reset until Bit 4 of Configuration Byte 1 is set to ‘0’.

Public Information Page 37 of 45



HT1 Transponder Family Rev. 3.1 19.07.06

7.2.1.3. Configuration of Delivered HITAG 1 Transponders
Philips delivers HITAG 1 transponders with the following configuration:

Unique Serial Number:

Serial Number: Read Only - fixed
Configuration Byte 0:

Logdata: ‘1" =r1/w - can be changed

Key A, Key B: ‘I’ =wo - can be changed

Blocks 2 - 7: ‘1" =1/w - can be changed
Configuration Byte 1:

OEM Lock Bit: ‘1’ = Configuration Page is r/w - can be changed

Blocks 4 - 7: ‘1’ = public - can be changed

Value for Transport Keys, Transport Logdata:
0x00000000
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8. Data Integrity / Calculation of CRC

8.1. Basic Concept for Data Reliability

The following explanations show the features of the HITAG system to protect read and write access
to transponders from undetected errors. It is sufficient to investigate the unciphered read and write
operations because the stream cipher does not effect the data integrity of transmission.

8.2. Transmission Read/Write Device to Transponder

Every data stream (commands, addresses, user data) sent to the transponder includes an 8 Bit CRC
calculated by the read/write device. The data stream is first checked for data errors by the TAG
ASIC and then executed.

The CRC is formed over commands and addresses or the plain data respectively and in case of En-
crypted Mode it is also encrypted.

The generator polynomial for the CRC reads:
Crutrul 40t +1 = 0x1D

and the CRC preassignment is OxFF

For better understanding the protocols for reading and writing are outlined.

8.2.1. Read Sequence

RWD  [CMD [ ADDR [CRC | >

TAG « |DATA

TAG ... Transponder

RWD ... Read/write device

CMD ... Command, 4 Bits (read page, read block, read page ciphered, read block ciphered)
ADDR ... Address, 8 Bits (page or block address for page or block read)

CRC ... Cyclic redundancy check, 8 Bits (check sum of CMD and ADDR)

DATA ... Read data, 32 Bits to 128 Bits (one to four pages for page or block read)

Public Information Page 39 of 45



HT1 Transponder Family Rev. 3.1 19.07.06

8.2.2.

RWD
TAG

RWD
TAG

CMD
ADDR
CRC 1
QUIT
DATA
CRC 2

Write Sequence

[CMD [ADDR [CRC 1 | >

e —

[DATA |CRC 2 | > 1to 4 times

@]

Command, 4 Bits (write page, write block, write page ciphered, write block ciphered)
Address, 8 Bits (page or block address for page or block write)

Cyclic redundancy check, 8 Bits (check sum of CMD and ADDR)

Static confirmation, 3 Bits

Write data, 32 Bits (one page data)

Cyclic redundancy check, 8 Bits (check sum of write data)

The write block command transmits one to four pages and the transponder confirms (QUIT) each of

the blocks.
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8.3. Transmission Transponder to Read/Write Device

8.3.1. Standard Protocol Mode

The parts of protocol transmitted by the transponder to the read/write device do not include any
check sum because of flexibility reasons. To get the data integrity required by the application,
check sums have to be calculated by the user software and stored together with the information in
the transponder memory. This seems uncomfortable because the check sums use a little part of the
available memory space in the transponder. The advantage of this solution is the flexibility to
choose large checksums for applications requiring high data integrity and smaller check sums for
applications requiring short access times, which means short protocols.

8.3.2. Advanced Protocol Mode

In Advanced Protocol Mode the parts of the select command, the read page command and the read
block command, transmitted by the transponder to the read/write device, include a check sum.

The generator polynomial for this CRC reads:
vt i+ 1 = 0x1D

and the CRC preassignment is OxFF

The following explanation shows the feature of this protocol mode to provide a CRC in those com-
mands.

RWD  [CMD [DATA1 [CRC1 |-

TAG « [STARTSEQ | DATA2 [CRC2 |

TAG ... Transponder

RWD ... Read/write device

CMD ... Command, 4 Bits (read page, read block, read page ciphered, read block
ciphered) or 5 Bits (select)

DATAI1 ... 32 Bits serial number for select, 8 Bits address for page or block read (ci-
phered or plain)

CRC1 ... Cyclic redundancy check, 8 Bits (check sum of CMD and DATAL), calcu-
lated by the read/write device, checked by the transponder

STARTSEQ ... Start sequence of the transponder (6 ones)

DATA2 ... Read data, 32 Bits to 128 Bits (one to four pages for page or block read)

CRC2 .... Cyclic redundancy check, 8 Bits (check sum of DATA2, excluding
STARTSEQ.), calculated by the transponder, checked by the read/write
device.
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8.4. Source Code for CRC-Checksum

The following lines of C-Code show an example for a CRC-Calculation.

#include <stdio.h>

#define CRC_PRESET OXFF
#define CRC_POLYNOM 0x1D

void calc_crc(unsigned char * crc,
unsigned char data,
unsigned char bitcount)

{

*crc ~= data; // crc = crc (exor) data
do
{
if( *crc & 0x80 ) // 1f (MSB-CRC == 1)
{
*cre<<=1l; // CRC = CRC bit-shift left
*crc ~= CRC_POLYNOM; // CRC = CRC (exor) CRC_POLYNOM
}
else
{
*creo<<=1; // CRC = CRC bit-shift left

}
printf ("CRC: %02X ", *crc); // output result step by step

} while (——bitcount) ;
printf ("\n");

void main (void)

{
const cmd=0x00; /* 5 bit command, aligned to MSB */

const ident[4]={0x2C, 0x68, 0x0D, O0xB4 };

unsigned char crc;

int i;

crc = CRC_PRESET; /* initialize crc algorithm */
calc_crc(&crc, cmd, 5); /* compute 5 crc bits only */

for (i=0; i<4; i++)
calc_crc(&crc, ident[i], 8);

/* crc = 0x9E at this point */
printf ("$02X\n", crc);

getch () ;

}
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