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CalypsoZ5IBM 1 Family: 3M #16M Flash SizehR 4~

® MPC5744/5/6 B/C (Calypso 3M) FIMPC5747/8C / MPC5746/7/8G (Calypso 6M)
BREERNEZEH - CE, BERRARREBEFRAIMPC5746CFIMPC5748G.
® R FamilyFE sk www.nxp.com/MPC5748G
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%(L‘)\datasheet%)&)

X: FHEERERTGI

Y
Calypso 3M Family Calypso 6M Family
Single Core Dual Core Triple Core
MPC5744B MPC5745B MPC5746B MPC5744C MPC5745C MPC5746C MPC5747C MPC5748C MPC5746G MPC5747G MPC5748G
Core 74 74 74 24 + 22 24 + 22 724 + 72 24+72 24+72 24 + 74 + 22 24 + 74 + 22 724 + 74 + 72
FPU Yes Yes Yes Yes on z4 Yes on z4 Yes on z4 Yes on z4 Yes on z4 Yes on z4 Yes on z4 Yes on z4
[Max Speed (MHz) 160 160 160 160 + 80 160 +80 160 +80 160 + 80 160 + 80 160 + 160 + 80 160 + 160 + 80 160 + 160 + 80
[Flash Size 1.5M 2M 3M 1.5M 2M 3M 4M 6M 3M 4aM 6M
DataFlash Emulated up to 64k Emulated up to 64k Emulated up to 64k Emulated up to 128k Emulated up to 128k Emulated up to 128k Emulated up to 128k Emulated up to 128k Emulated up to 192k Emulated up to 192k Emulated up to 192k
384k 384k
RAM 192k 256k (512K option) 192k 256k (512K option) 512k 768k 768k 768k 768k
Security Module HSM Option HSM Option HSM Option HSM Option HSM Option HSM Option Optional Optional Optional Optional Optional
MBIST/LIBIST MBIST MBIST MBIST MBIST MBIST MBIST LBIST/MBIST LBIST/MBIST LBIST/MBIST LBIST/MBIST LBIST/MBIST
DMA 32-ch 32-ch 32-ch 32ch 32ch 32ch 32ch 32ch 32ch 32ch 32ch
IMPU 16 16 16 16 16 16 24 24 32 32 32
1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels) 1x12 bit (32 channels)
\DC 1x10-bit ADC (48 1x10-bit ADC (48 1x10-bit ADC (48 1x10-bit ADC (48 1x10-bit ADC (48 1x10-bit ADC (48 1x10-bit ADC (48 1x10-bit ADC (48 1x10 bit ADC (48 1x10 bit ADC (48 1x10 bit ADC (48
channels) channels) channels) channels) channels) channels) channels) channels) channels) channels) channels)
32ch external 32ch external 32ch external 32ch external 32ch external 32ch external 64ch external 64ch external 64ch external 64ch external 64ch external
IAnalog Comparators 3 3 3 3 3 3 3 3 3 3 3
4ch System Timer 4ch System Timer 4ch System Timer 4ch System Timer 4ch System Timer 4ch System Timer 4ch x System Timer 4ch x System Timer 4ch x System Timer 4ch x System Timer 4ch x System Timer
Timers/PWM 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16ch x PIT 16¢ch x PIT
Up to 64eMI0S channels | Up to 64eMI0S channels | Up to 64eMI0S channels | Up to 64eMIOS channels | Up to 64eMIOS channels | Up to 64eMIOS channels | Up to 96eMIOS channels | Up to 96eMIOS channels | Up to 96eMIOS channels | Up to 96eMIOS channels | Up to 96eMIOS channels
CTU Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
FlexRay 2.1 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
thernet Il Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2nd Ethernet+Switch No No No No No No optional optional optional optional optional
No No No No No No No No Yes Yes Yes
USB No No No No No No No No Yes Yes Yes
SDHC No No No No No No Yes Yes Yes Yes Yes
LINFlex 12 12 12 16 16 16 16 16 18 18 18
ISP! 6 6 6 8 8 8 10 10 10 10 10
ICAN 6 6 6 8 8 8 8 8 8 8 8
AN FD ]| Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all Optional Feature on all
CANs CANs CANs CANs CANs CANs CANs CANs CANs CANs CANs
2C 4 4 4 4 4 4 4 4 4 4 4
SAl / 125 3 3 3 3 3 3 3 3 3 3 3
MLB No No No No No No No No 1 1 1
USB 2.0 No No No No No No No No 2 (OTG + Host) 2 (OTG + Host) 2 (OTG + Host)
IAdditional features Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit Low power Unit
Debug JTAG + Nexus 3+ (z4) JTAG + Nexus 3+ (z4) JTAG + Nexus 3+ (z4) JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+z4) | JTAG + Nexus 3+ (z2+24)
176 LQFP 176 LQFP 176 LQFP 176 LQFP 176 LQFP 176 LQFP 176LQFP 176LQFP 176LQFP 176LQFP 176LQFP
packages 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA 256 MAPBGA ‘ 256 GA
100 MAPBGA 100 MAPBGA 100 MAPBGA 100 MAPBGA 100 MAPBGA 100 MAPBGA
324 MAPBGA (debug only)|324 MAPBGA (debug only)|324 MAPBGA (debug only)|324 MAPBGA (debug only)|324 MAPBGA (debug only)|324 MAPBGA (debug only) 324 MAPBGA 324 MAPBGA 324 MAPBGA 324 MAPBGA 324 PBGA
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SPC574xB/C/G Silicon Revisionsig:FhR2S

Family Silicon Mask set | Part Numbers

(CAN-FD revision | number

version)

Calypso3M* Cut1.1* 1NO6M SPC574xB/C/DxK1xxxx Mass Production
(CAN-FD 1.0) SPC574xB/C/DxK1xxxx(R) Not for new designs!
Calypso3M Cut2.0™ O0N84S PPC5746CSKOAXXXX

(ISO CAN-FD) Not for new designs!

Calypso3M Cut2.1 1N84S PPC5746CSK1AXXXX C
(ISO CAN-FD) SPC574xB/CxK1AXXXX Mass Production desei"yn%ié?%;ngm
SP574xB/CxK1Axxxx(R) SRR S

Calypso 6M, new
design EFRIZES

* Cal3M cut1.1 and Cal6M cut2.0 are not recommended for new designs

** Cal3M cut2.0 fully SW compatible with cut2.1 S S é —] < FEF =L, pay— N Pd
*** CaléM cut2.0 324BGA device will not be qualified, only prototype parts PPC available Zj\%’% '\ Part :tN ljmb%i-!k%ﬁ Eiﬂik
Dates are target dates — to be re-confirmed. 1 6 | % 1 }5 E L)\T& R:l:j-ZEI’:EI\J:I:_'SEE —ﬂXﬁ'ﬁ%D”tR 1
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S an RN

SPC5744/5/6 B/C Family

LH

SPC5747/8C | SPC5746/7/8G Family

mais 4 R
e i P PC & 4 8 C 5 KOM M B R Exsingle Cok P PC 5 4 8 G S5 KNI M M) 6
Qualification Siatus Qualifcation Status
Power Architecture Power Architecture
Automattve Platfomm Automaotive Platiorm
Cora Marshon Core Version
Flash Slze {core dependant) Flash Skze {core dependent)
Product Product
IDp!lonm !1@1:.;.} | Opiional mi
Fab and mask Indlcator Fab and mask Inc
Temperature spec. Temperature spec.
Package Code Package Cods
CPLU Fraguency CPU Fragquency
A = Tape & Reel (olank If Tray) A = Tape & Real (biank It Tray)
Qualification Status Product Verslon Fab ang magk vergion indicator  Package Code
P = Engingarnng sampies B = Single core [FlexPay + Etharnet) K =TSMC Fab KU = 176 LQFP EP Qualltication Status Product Vergion I;?Jnl_ta1g?saizdgp s
S = Automotive qualiiied #(0,1,8tc.) = Viersion of tha MJ = 256 MAPBGA P = Engineanng sampias C = Body Control Featurs Set =
masksat, ke roy, 0=0NE5H MN = 324 MAPBGA S = Automotive qualtied G = Gateway Feature Set MJ = 256 MAPBGA
PC = Power Architacture C = Dual core (FlexRay + Ethernet) : - MN = 324 MAPBGA
= = - MH = 10CMAPBGA
|_1N84s, FHIREIEKIA | e B b A ke Optional fieids
Automotve Paorn s R cru iy : P sy
57 = Power Archlieciura In 550m Optional ields o --1-0.'013:10'5_0 A 2= 74 operates upto 120 MHz Niitosiainie St — “;‘2 ach z4 ope up
vars M = -40.C to+125.C Ta fi = 74 oparates upto 160 MHz 57 = Power Architacture In 550m F=CANFD
Ergzuoza:ﬁcr:‘om version (nignest  peank = No optional Taature N T RS BT :5:1 Each z4 operates up to 160
= = z
core version in ine casa of muitple  E=HSMISSCUTN MOJS AT —E
Core Version

coresh

F=CAN FD

Snipping Mathod

4 = @20024 Core Version {highest

G = CAN FD and 2nd Etharnet Shipping Method

[ =HSM, CAN FD, and 2nd Eternet] © = Tape and reel

Flash Memory Size A = 512K RAM R = Tapa and ree| cora varsion In the case of multiple ¥
4=15MB 2L ALl .= come) Fab ana mask version Indicator e
5=2MB G- CANTD : Fio FAW K= TSMC Fab
6=3MB H = HSM + CAN FD + 512K RAM Flash Memory Size #0,1,6lc.) = Version of the
gf 2 :g masksat Hke rev. 0=0N&5H I ON78S ZFTIH #EKOA I
I MNota: Mot all part number combinations are available as production product I uuﬁﬂéHSMﬁiﬂ , %L‘z‘ﬂ*gﬁr B=6MB Lmzosr:;ﬂ;om;:agﬁ
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BISHHE

100MAPBGA 176LQFP-EP 256 MAPBGA 324MAPBGA

Flash/RAM

(11x11mm,

(24x24mm,

0.5mm

(17x17mm,

(19x19mm,

6M/768k SPC5748G SPC5748G SPC5748G o
SPC5748C SPC5748C SPC5748C ¢ =i iEthernet, FlexRay, USB, SDHC
4M/768K SPC5747G SPC5747G SPC5747G (RJZ£HSM, 2nd Ethernet + Switch, )
SPC5747C SPC5747C SPC5747C ® Fi%: #iEthernet, FlexRay, TEHSM
3M/768K SPC5746G SPCE746G SPC5746G (5747C/48CRIE#2nd Ethernet +Switch)
3M/384k (512k optional) SPC5746C SPC5746C SPC5746C PPC5746C ® &% WFlexRay, Ethernet (RJEHSM)
3M/384k (512 optional) SPC5746B SPC5746B SPC5746B ® AFDebugli®S, FEF~
SPC5745C SPC5745C SPC5745C
2M/256K SPC5745B SPC5745B SPC5745B
1.5M/192k SPC5744C SPC5744C SPC5744C
1.5M/192k SPC5744B SPC5744B SPC5744B

7
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Key Themes of the MPC5746C / MPC5748G Family
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Driving Low Power Consumption

- Allows for increased functionality in a lower power state,
reducing current consumption by over 30% for a typical
cyclic wake-up application over previous generation devices

- Provides a mechanism to bypass entire platform while
supporting a smaller set of peripherals (1x CAN, LIN,
SPI, ADC, timer, etc.) thereby providing very low power
execution modes

- Typical periodic monitoring routines can be fully handled in
Standby mode offering a significant improvement in power
consumption

- Enabled through advanced filtering, wakeup capabilities
and CAN availability in low power modes

CONFIDENTIAL AND PROPRIETARY
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MPC574xB/C/G Hardware Enablement

Development Boards
— Evaluation Motherboard: MPC574XG-MB
— Daughter boards (Calypso 3M & 6M):
* MPC574XG-324DS (324BGA)
* MPC574XG-256DS (256BGA)
* MPC574XG-176DS (176LQFP)
* MPC574XG-100DS (100BGA 3M only)
— Evaluation boards
 DEVKIT-MPC5748G
« MPC5748G-LCEVB
—Nexus Trace adapter boards for
smaller packages.

h o
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MPC574xB/C/G: Enablement

* Development Boards
- Motherboard: MPC574XG-MB

- Daughter boards:
*+ MPC574XG-324DS (324BGA)
+ MPC574XG-256DS (256BGA)
« MPC574XG-176DS (176LQFP)
*+ MPC574XG-100DS (100BGA)

* Low cost EVB
« MPC5748G-LCEVB
* low cost demo board
 DEVKIT-MPC5748G

« IDEs / Compilers

S32 Design Studio (NXP) :
— Green Hills, Wind River Gggngw I}Fgls WIND RIVER

* Debuggers
- Lauterbach, iSystem, P&E, PLS

miere

* Flash Programming Tools
- P&E Cyclone Max, Multilink

-
— iSystem Blue Box 7 SYSTEM 9PrOMik

- Lauterbach Trace32 Trusted Solutions
11 conFIFEN8AL AND PROPRIETARY
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MPC574xD/B/C/G: Value proposition
Highlights

12

Temperature: -40 to 125 °C ambient

Single-chip solution offering multi core architecture and advanced networking
protocols for next generation communication requirements

New low-power modes, analogue comparators and pretend networking support help
meet stringent next generation system power budgets

Security modules protect ECUs against various attack scenarios and Safety modules
ensure robust operation as per ISO 26262 requirements

| 160 MHz 20024 CPU System Bus Masters System
160 MHz £20024 CPU Medial B150 ¥ mm“‘h '1' =
8KBI|Cache 4 KB D Cache FlexRay™ USB 2.0 Host ;
+0TG RTC/API
< FRU Nexus 3+ 80 MHz 820022 CPU SDHC/SDIO 32-ch. DMA -
(O}
@ EndtoEnd  nowus 34 End-to-End ECC Ll
- End-to-End ECC £CC
Periodic Interrupt
N | Ethamat Etharmet Etharnet Timer
% ¢ AVE Switch AVE s
o Y
N - } . ¥ 32 kHz XOSC
o Crossbar
(“3- End-to-End ECC Memaory Protection Unit 128 kHz IRC
s ¥ J
©
=2 16 MHz IRC
~
g 5 3 v + y B-40 MHz X0SC
S 256 KB 256 KB 256 KB 3 x System Timers
[}
8 sMBATay || .
End-o-End | | Endeo-End | | End-to-End Neea
| rnow JL_ecc ecc_ || Ecc
End-to-End | Memory BIST/
ECC Logic BIST
JTAG

CONFIDENTIAL AND PROPRIETARY

Up to 3 Power® architecture €200z cores
Up to 160 MHz for easy task division in BCMs/gateways

System Memory
Up to 6 MB Flash and up to 768 KB SRAM for
BCM/gateway app. storage, message buffering and
additional Flash images for other vehicle nodes

Connectivity
Up to 8 CAN-FD (Flexible Data Rate) with enhanced
payload and data rate, 2 Ethernet with AVB support +
Ethernet switch, FlexRay™, Media Local Bus (MLB) for
infotainment, USB, up to 18 LIN, SDIO interface and 12S

Low Power Unit & Peripherals
Analog & communications peripherals (ADC, ACMP,
CAN, LIN...) function independently of CPU in low power
modes delivering 30% reduction vs. previous generation
products

Functional Safety and Security

ISO 26262 ASIL B, Hardware Security Module, ECC,
BIST, MPU, Voltage & Clock Monitoring

Debug & Enablement
Nexus Class 3 in-circuit debug port for performance
analysis with mother & daughter boards. AUTOSAR 4.0
MCAL and OS

h o
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MPC574xB/C/G MCAL AND HSM UPDATE

Ultra-Reliable MCUs for Industrial and Automotive Applications
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FOR A SMARTER WORLD
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CSE, HSM and the Security Standards

Security : HIS-Medium :
SE m EVIT-Megium) | =VITH"

Main features uiD NVM is mandatory Programmable by  PublicKey
Crypto engine Fix function set customer HASH

CSE
Module supported by MPC564xB/C
HSM
Module supported by MPC5746M & Calypso

EVITA Security Modules

High-Level

Medium-Level

Internal RAM Internal Core ECC-256
UTC Clock AES-128 64 KBytes 50-250 MHz NIST FIPS GF(p)

Internal NVM WHIRLPOOL
AES-PRNG EVITA HW-IF 32410 KBytes Sec. Counter RS b A
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— The overall security architecture

Each state has a more restrictive set of controls than the previous
state. No regression to a previous life cycle state is possible.

System access can be granted to three different levels
(full, non-secure-only and no-access)

System Crosshar |
MPU |

I

L

I

I access control n
PASS -

I
I
I
I
I
I
I
|
- Diary-function to log flash erase steps | | Peripherals
I
I
I
I
I
-

- Each block can be set to one-time-programmable (OTP)

- Customer can set read / write & erase restrictions per block
&
. TOM |
The HSM is a free programmable security module consisting of its I
own core, memories (FLASH & SRAM) and peripherals (e.g. | ocFus
advanced AES-128 cipher) i | | UTest || Flash
Security Modulis L HSM exclus l Controller

h o
P
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HSM Security Firmware Basic Covers SHE 1.1 specification + 24 user keys +
Package additional flag on CMAC operation

RTM 1.0.5

HSM Security Firmware Basic + extended key management + extended
Standard Package cryptographic services (incl. RSA public-key
cryptography) + extended secure boot & memory
verification + secure tick management + X.509
certificate parser

Fully compatible with Basic Firmware.

RTM 1.0.0

] TURHSMEN4-55 /9BasicEfithRFIStandardiRERRFE A, FITFRE, B ELUEERRZN

H FURHSMENHRYCS R B S 2R S CE6xXXXXEHIELS
H FulseHSMENAERY N FHiEEL & Commercial Marketing Team
HSME{4RIHE R SR EDocStore |, FEEScFHiEDocStorelkE K &L

CONFIDENTIAL AND PROPRIETARY ‘ 16




AUTOSAR Basic Software

NXP Standard Products — MCAL (source code), OS (source code) and Config Tool (executable) for MCAL and OS

Partner Products (Elektrobit, Vector, KPIT, etc.) — The rest of AUTOSAR basic software as needed & Integration Services
(NXP IP + Partner IP + Customer IP)

Complex Drivers — custom software offered by NXP Consulting & Professional Engineering Services

SW Application SW Application SW Application SW Application SW Application
Component Component Component Component Component

Microcontroller Abstraction Layer (MCAL)

Autosar Basic Software

[ Complex Driver/s ]

Microcontroller

17  CONFIDENTIAL AND PROPRIETARY m




NXP AUTOSAR Integration Partners

&3 vector”

CORE

ETAS

KPIT Cummins

» NXP‘s AUTOSAR Integration Partners receive NXP MCAL and OS releases
for pre-integration into their proprietary Autosar BSW products.

18  CONFIDENTIAL AND PROPRIETARY



Autosar MCAL Support

for MPC574xB-C-G, MPC5777C

Older than 4.3

Support

Price overview only! This does not repiace a customer quotation!
July 2019 — Not all SW products available for all MCU families!

All price figures are per Autosar version!

Autosar 4.3

« 1Year $ 12.000 (QM)

$ 18.000 (1S026262)
Production License Models

$ 12.000 (QM)
$ 18.000 (1SO26262)

—

Free of charge for development
and production

No further code changes
(bug fixes) to this software !

Services

Free of charge for development
and production

«  Customer Compiler Test for MCAL (am)

for MCAL (1S026262)

for MCAL (Qm)
for MCAL (1S026262)

- Frozen Branch Release

SWALL-MCALCCT : $§ 6.000
SWALL-SMCLCCT : $ 10.000

SWALL-MCALFBR : $ 12.000
SWALL-SMCLFBR : $ 20.000



MPC574xB/C/G
TARGET APPLICATIONS

Ultra-Reliable MCUs for Industrial and Automotive Applications

F f 1 - & . = -
0 .k . - i 1
5\‘ 4 . p¥ — - ! - : : Y !
- a L . - 2 i
¥ - & 1 L] ! . . '_.: . = - - -_. \
f, . . Tl i P 2 . | - - 4 - -:'-.,-_:J‘
. — " ! - ' b ] %3 - r = =
rey HE EAREEE -5 N A - Y ik ] 4 L ] -y = - =
L v at T SR sar] RA K 4 -=
B et . () " : e K .
BE Y - SEEEwEa. L - i -l ]

x SECURE CONNECTIONS
CONFIDENTIAL AND PROPRIETARY FOR A SMARTER WORLD




MPCS574xB/C/G Target Applications:

- B#RRIE: Ethernet Gateway, TBOX, BCM(ERLPEPS, HVAC, HETRZINEE)
- Selling Point
- Ethernet Gateway2%&igit, FOTAINREERE
~1HHSM Firmware, E=EIIFEST/RNS/ IFXERGEIEME, EEPECKRE=AHLR
-MCALEF AR zZERE, SJLAREAA
-FEREEEO, Flexray, USB, eMMC, 8 x CAN FD, 2 x Eth (Calypso 3M #71xEth)
- Calypsot£EF] LIEMSThIAnE:

- Local support team

h o
P
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Application: Automotive Gateway

22

Application Description:

- Enabler of vehicle cross-domain communications

translating and routing between buses
- Centralized computing and security
- Over-the-Air (OTA) update management
Key Features / Benefits
- High qty. of networking peripherals
= Ethernet (up to 2 Ethernet MACs + switch)
= CAN FD (up to 8 available)
= FlexRay
= LIN
- SDHC for Data Storage
= eMMC connection for FOTA updates
- High Flash/SRAM Ratio
- Security: HSM
- Compute Performance

CONFIDENTIAL AND PROPRIETARY

- Application Block Diagram

NXP® Central Gateway / In-Vehicle Networking Application

Vbat

CAN +

CAM Networks

LIN Networks

[0 wxe Tachnstagy

¥  Syslem Basis
»  Chip (SBC)
Ethemet Ethernat
| mm e “T" interface Network(s)
TM
MCU PEENL ; | FlexRay Metwork
LIN +“—p F MOST MLB] OSTN
Interface o Transcelver| —e M etwork
Watchdog

MCU

h o

P



Application: Automotive Body Domain Unit

« Application Description:

- Supervision of car status during run, stop and park modes
(always on with periodic wakeups)

- PEPS, HVAC, Lighting control

- Application Block Diagram

Pk Lip 2 High Sici Detvars
- Sense drivers inputs e I Cenral Gateway | . B e
. Cigital in o — o oen =
- Key Features / Benefits Ll . | =t
n =ar AL herne o Ly s
- Automotive peripherals ol Soer -
p p Analag Ingul Contra gﬁ ——b :mmm
« CAN-FD (up to 8 available) MPCS57485. i e
» Many LINs (up to 18 available Ownam oot § Body Gontral
y (up _ ) e A Gatewsy b o i D
- Many ADC and Timer channels g ok pantaastyt B, refseaems
. 2 ADCs Cimiata Contral Medus +—p m — E&E —E :EEJ:
] | = s -
« Up to 96 eMIOS timers ot | ey —b o [k
» CTU to synchtonize timers and ADCs Hafl Eflect Seriser i I e
- Funtional safety: i —n | s b | o
» ASIL-B, use system level to achieve higher level (e.g. for lighting) S X e
sy il Mg
- Advance low power Features - Sureand
» LPU, analog comparators, U R pe e
- Security: HSM
- Large Flash

h o
P
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Application: Automotive Infotainment Gateway (AVB)

- Application Description:
- Bridge between different digital audio formats

- Application Block Diagram

- Connect various audio sources to infotainment : Rear Seat
System Entertainment*
- Key Features / Benefits e
- Varity of Audio peripherals 7 | Hesd Uni Movie A Ao
. . P = Media Server Video  Video
= Ethernet (Audio-Videon-Bridging capable) Brging Rear View  [—=—
- MOST (Media Local Bus) Nowll
USE Mass | apture
= |12S Storage " MPC57486  Audio
= 12C T Mey
- USB beneéfitial == Instrument
© 6 — > R
- High Flash/SRAM Ratio e Aner | 0
- Compute Performance — e <G
- AVB audio software framework (separate
slides)
N7y
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Application: Infotainment Controller (Domain Controller)

- Application Description: - Application Block Diagram

- Connect car network to infotainment (e.g.
get speed input for volume adjust)

- Connect infotainment apps processor

- Key Features / Benefits CANFD
- Car networking peripherals i.MX MPC5746C
Or other SOC MPC5748G Eth
= Ethernet
= CAN FD (up to 8 available) HSM
= LIN

-Moderate RAM / Flash / Performance
- Security: HSM

4G Modem

25 CONFIDENTIAL AND PROPRIETARY
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Application: Infotainment Companion Controller (Domain)

- Application Description: - Application Block Diagram

- Connect car network to infotainment (e.g.
get speed input for volume adjust)

- Connect infotainment apps processor S “rcarseauc | B o _J
- Key Features / Benefits s e
- Car networking peripherals ] ot R e R s
= Ethernet wecsta;
- CAN FD (up to 8 available) + R )
- LIN cie Nk =]
-Moderate RAM / Flash / Performance e
- Security: HSM e
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Application: Battery Management Control

- Application Description:
- LIN connections of sensors

- Application Block Diagram

- Calculation of battery state of health, state of G
life .
- Key Features / Benefits e —
- Peripherals T T
= Many LIN (connect to slaves, up to 18 avail) B my  EETECT R
= CAN FD g By il wis | Multicors [ Z1% il
et Thermal aviBCM
- Functional Safety support g o | e St e R
- ASIL B (use of dual core, multiple ADCs to - o Wl S L
achieve higher ASIL levels on system) s, e 5 e e tmedsen
- High Flash/SRAM Ratio |
] 7 solation
- Security: HSM |
- Compute Performance §E

h «
P
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IVERRZZMXSBEiT: MPC5748G-GW

https://www.nxp.com/MPC5748G-GW

Ultra-Reliable MCUs for Industrial and Automotive Applications

o
i

x SECURE CONNECTIONS
FOR A SMARTER WORLD
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RN R L R E RSN

-=bcine ol: N

Gateway limits impact Isolated systems Multi-Domain Controller
Full network expos:,ed to attacks Unprotected sub-networks Domain GWSs w/ controlled access Function clustering/virtualization
(LOW protection level) (MEDIUM protection level) (HIGH protection level) (full self-driving car)

SRIAIZE R RIES FE%ZQE#_% EEEEE’Jmilx__]é
FEETEFHRICAN EESTMEEN EHIERECUREEREFH
FHEBREERAEERE - EHEEZECU - EEZEHERAIMNSEE
BIRAIRENE - LUKRiERZ - EEVREREFHREKASIL (B>D)
RIXFFaaHs INER - IEREWIMNIES S PTR - [ERZEEKEIIEVITA Full
- EELREXREENEE

30 CONFIDENTIAL AND PROPRIETARY M



CAN FRIa)a£5a44 T
¢ 15555’]7:\,2 |X_>§|Z§ Other

OBD

| caN || other |

E

- BIAYRY1-2E&FlexRay

(e o of

- H1AY 3-8 CAN 2%
=

N wes, (BREiEZR

'*W%hﬁ

é % 1 ey 3 ECU ECU
- YIRS 58
B IjJ E iy e e e
-ZEAFRE

. Gateway A8
- AERFOAMERETHEG K AE
- BT MY AR
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CAN FD
KEY FlexRay

100Mbps Ethernet

i ECU § EE 1Gbps Ethernet
- . Other

Body

ECU

it = LAKRIRIKERAS

- (E5MNES + Ethernet
- CAN, FlexRay & Ethernet

Ethernet Switch

ECU ECU | Ethemet || cAN || other |

]

- BT AR
- 100Mbit - 1Gbit Ethernet

- ADAS HIE/E IR R R AR ES
e

- 1BFA T ECU RISiEE

Legacy
Networks
Q¢ - | Q¢ ‘ Vision _ i Radar _ ‘ V2X _

& Audio
Ethernet AMP Nav / ]
Z
O

-
<
e
—
Z
L
O

GATEWAY

- Gateway HIEBE&
- PIAMRIZEBIRG KA
- B N AR
- ECU Ihgesenk
- FTRON FEFNARSS

—

) || )

h o
P
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%klﬂl%"?'—ﬁ&giﬁiﬁﬁﬂ

- ECURHIZE &L
- D fTlRx

fhoesErhit

- IRRHIE
- 31070 vs R
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TRIFIS = Hl=a50E

CENTRAL
COMPUTE
/
CENTRAL

GATEWAY

R N

Domain

(600

Body
Domain

Powertrain [

o
Controller

(600

Controller

ADAS
Domain
Controller

oy B

ECU

CAN FD

FlexRay

100Mbps Ethernet
1Gbps Ethernet
Other

Ethernet Switch

| Ethernet || CAN ” Other |

]

Display

Nav /
VI

ECU ECU
Q- | Q¢ ‘ Vision _ i Radar _ ‘ V2X _

h
2




MPC5748G-GW4 43




BFUARNESPRESMES G

35

P RMNK (Gateway) {FHERMBBIAKHALUNEHRINEHRRIFTZE, MALIKK. FlexRay.
CAN, LINFEEARRIMEERS—IRIGE—E, WMRFENIEFREBZEAUE. Z2HEE.

NXPETRRINEMBLHINTERIAR BENEH. FERMNSHNAER, T 7T ETIAKMEP R £ R
XESEIRITHE (MPC5748G-GW RDB) :

B X AER TR ANXPISCHY S EM BT m, REEARERBIRIMREHRIT TS, FHREERARAST,
PR(EE PN AR, & mRITFIEHE.,

B HENAETHEFSENZERIIMPCS74XGRIEMCU, S5ERLIARIASHAFIK ASE, CAN/CANFDY
REE, ERMCLINKIASE, FEIIEELENERESHSBCE, #EE . ERELEUNINEELERIERK,

B A REARTERN, SEAERD THGNE, BITERETBOMAE.

h o
P
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MPC5748G-GW {£ www.nxp.com

. FENXPEMwww.nxp.com 2R “MPC5748G-GW”

36

m 2 JASON * @ ENGLISH v

PRODUCTS APPLICATIONS SUPPORT ABOUT ALL ~ | MPC5748G-GW

& Search

‘ ALL H # Products H gh Applications H [ Documents H # Software & Tools H ® Support & Training ‘

227 results sorted by relevance

Eh MPC5748G Secure Ethernet Gateway RDB

23 Nov 2018 MPC5748G-GW is a secure in-vehicle gateway reference design ultilizing multi-channel Ethernet/CANFD/LIN etc., supporting OTA management.
Design type: Reference Design

}g MPC5748G-GW Schematic (REV 0)

21 Nov 2018 MPC5748G-GW is a secure in-vehicle gateway reference design ultilizing multi-channel Ethernet/CANFD/LIN etc., supporting OTA management.
M PDF Schematics: SCH-29810  471KB

CONFIDENTIAL AND PROPRIETARY
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MPC5748G-GW {£ www.nxp.com  ENIGE Gt e

2. IR EE FERWSE, BIEEEZR

- E BRI MERHASEIRITRIENE:

- https://www.nxp.com/support/developer-resources/nxp-designs/mpc5748g-secure-ethernet-based-gateway-reference-
design-board:MPC5748G-GW

m 2 JASON - @ ENGLISH v

- Developer Resources ~  NXP Designs v MPCS5748G Secure Ethernet-based Gateway Reference Design Board

MPC5748G-GW: MPC5748G Secure Ethernet-based Gateway @<
Reference Design Board =
OVERVIEW DOCUMENTATION SOFTWARE & TOOLS TRAINING & SUPPORT
Jump To Overview Features
PHGhIEW. SdedtuRes The MPC5748G-GW RDB features the MPC5748G, a m As A-sample like central gateway ECU with
Supported Devices 32-bit automotive MCU based on Power Architecture® MPC5748G(176 LQFP) onboard
Similar Products technology. It offers up to three e200 Cores, Hardware

m Support multi-channels of Automotive Ethernet and
Security Module, vast of communication interfaces and

flexible memory options. MPC5748G-GW is a reference s
design that provides A-sample like Ethernet Gateway m Support secure OTA management with 4GB eMMC
ECU hardware and software drivers. It combines onboard
advanced NXP products and can greatly accelerate @ Hardware features:
customers’ gateway products development and s 4 x100Base-T1 Ethernet
37 CONEIDENTI production. Its technical highlights = 1 x100Base-TX Ethernet for Diagnosis (DolP) / m

Software Update

1. Support domain based networking architecture 8 x CAN/GANFED(UD to 5Mbps)




MPC5748G-GW &%t RFAHEE]

PWM / Digital_IN
PWM / Digital_IN
PWM / Digital_IN
Analog_IN

RS232 Trans.

LIN Transc.

LIN Transc.
Analog IN

HS Switch
HS Switch

KEY ON

CAN_FD PHY

CAN_FD PHY

ol

CAN_FD PHY Wake OUT
CAN_FD PHY
CAN_FD PHY
CAN_FD PHY
CAN_FD PHY
CAN_FD PHY
XMl j:
00000000 4&» Port1
0000000 My b0
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SERITIREERAN

MCU(as monitor-optional)
S32K144

MCU(main controller)
MPC5748G

CAN PHY
TJA1044

ENET Switch
SJA1105Q

ENET PHY
DP83848

ENET PHY
TJA1102
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Power SBC
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MPC5748G-GW &EiGitEE T H

Main MCU

Sub MCU

Ethernet Switch

Ethernet PHY

CAN PHY
LIN PHY

Power SBC
eMMC

MPC5748G

S32K144

SJA1105Q

TJA1100 & TJA1102

TJA1043 & TJA1044GT
TJA1021

MC33FS6522LAE
MTFC4GACAANA-4M IT
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Multi Core 2*160MHz+1*80MHz; 6M Flash, 768KB SRAM,;
2x AVB Ethernet MAC(with switch);

8x CANFD, FlexRay, 18x LIN, MLB, USB, SDIO, I2C, 12S
Hardware Security Module, Low Power Unit;

1ISO26262 ASIL-B

112MHz, 512KB Flash, 64KB SRAM;
1S026262 ASIL-B

5-Port, Layer 2 Store and Forward Switch
Support AVB, TSN and Deterministic Ethernet
MII/RMII/RGMII Interface; Port Mirroring and VLAN

100Mbps OABR PHY and Dual PHY(TJA1102)
Fully automotive qualified
Robust automotive grade EMC/ESD

Support 2Mbps CANFD, Sleep and Wakeup Function;

LIN 2.1/SAE J2602 compliant; Up to 20 kBd
Very low EME, High EMI

1ISO26262 ASIL-D; Watchdog
4GB Memory Space; Support eMMC V4.51;

h
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RIEBEE--EE (Quick Start Package)
- E:

'MPCS748G-GW  Gateway Reference Design Board based on MPC5748G(176 LQFP-EP)
- N

& fEid

Quick Start Guide(QSG) Detailed description on availability of Hardware, Software and Documents to quick start with MPC5748G project (this
document)

Software Integration Guide(SWIG) Detailed walk through on how to install and useS32 Design Studio IDE for Power Architecture. And how to use S32
SDK to build applications

Example Codes User Guide(ECUG) S32 SDK based example codes user guide for MPC5748G-GW RDB

Application Notes Detailed documents covering topics from ‘how to design hardware’ to ‘how to write software’

One Page Fact Sheet One page fact sheet of MPC5748G-GW RDB

Reference Manuals, Data Sheets, and Fact Detailed manuals for MPC5748G family of MCU

Sheets

- FE:

C=1 ik

Integrated Development Environment (IDE) Eclipse based S32DS IDE with free GCC compiler and Debugger support, so as S32 SDK within the IDE

MPC5748G-GW Quick Start Package All'in one package: Software examples and supporting documents for getting started

MPC5748G-GW Schematics PDF schematic files for the MPC5748G-GW board

MPC5748G-GW PCB Design Package PCB Layout files and Bill of Material '
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nEREREs

FEQSG(quick start guide)3Z#4Hh, BTLAPIE T 7
MPC5748G-GWESEigitR, LARIIIEITHAIRER

ZHIDERTH
Z#4£332 Design Studio IDE for Power Architecture.

SENELEEIST | SRFRBIEMS R Software Installation Guide (SWIG)

EIERIKES, YPE Multilink

EESEGITHRIIITAGEI OFNEE XK.
1R45J4,J5 1EMR E, KPRJ3, J12,J13R0BkIE &R

IREDC HH(HE
BEERITRIHREXERIERZIERERT. RERHBE12V, B
TR EREI>600mA. F{RETEHIESIES.
(HERERE
DC: 12V

{HteeifAE: >600mA RISHEIRREHES

FIHBREIFAIS32DS, ASNFGITRE, AERISHEIEFREINKXS
EiZitHRh, EZSWETIESE R MPC5748G-GW Software Integration
Guide(SWIG) FIEEFUHE (R~ Example Codes User Guide(ECUG).

CONFIDENTIAL AND PROPRIETARY
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MPC5748G-GW f& {4
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TRAARERBIRILAA M I K Il 2R FR A S AR MR BN . FE BB
iﬁg%@&ﬁ;ﬂﬁiuxm PRLZEMKIRE, HHFOTAZHTHR
EIHEINRE.

ERRERRENEESS, SETWASSERLUINMIEZSSSRRIEZSS
MATEnet&7%l.

FEHISFRAMPC5748G, #HBM/NM60 MHz Power Architecture®
20024 LI — 80 MHz Power Architecture® e200Z2 4%,

MPC5748G qualified to AEC-Q100 Grade 1 and ambient temperature
of -40 to +125 °C

BN SEREZRLR, T RS ZRIERERGRIR,
TR RELTS.

RE 4GB eMMC FFOTAEKINEE, FIaNE4HFRE, XSS 2094
FO_EEETE, etc..

XIFRERSIRENEK, EFANXP SafeAssure RFIFMR, RREEH
RITHER T BRDTIRER ERIEK.

CONFIDENTIAL AND PROPRIETARY

=R
" 5 x 100Mbit/s Ethernet
= 4x100Base-T1
. 1x100Base-TX for DolP
. 8 x CAN (CAN-FD compatible)
" 2 xLIN
eMMC (4GB)
3 x PWM / Digital IN
. 2 x Analog IN
" 2 x HS Switch OUT
] Wake IN/Wake OUT
" 1 x RS232
] JTAG Debug

» TIFINAER S 15026262 FRERIEK, RESHE:

ASIL-D Power SBC FS65xx

- ASIL-B MPC5748G as main MCU

- ASIL-B S32K144 as sub-MCU for monitoring/supervising
- ASIL-A SJA1105Q 5-ports Ethernet Switch

- Fault management and reset logics circuits

h o
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MPC5748G-GWig{#tR: trimiEO 1 0f 3

9-2305390-9 2311621-1 23116221 23295311

Auto Ethernet{100BASE/1000BASE-T1): DolP(100BASE-TX): CAN Channei: Others{ Power, LIN, debug, control etc.):
P4 TRX1 TRX4 P3TX RX, Enable  CANO = CAN7  PT7LIN1 = LIN2
Have one channel reserved BATT+, GND
P20 PWM_IN 123
P2OAIN 1 22
P20 WAKE_OQUT
B L;;;gumu‘.. ’ i il i — E;g EQTE_;I;I
mesgeiLd: L op e ) RS5232 TX, RX
@ I +SVOUT 1 =22
C1 4-port 100Base-T1 Ethernet TE Connectivity
connector MATEnet 9-2305390-9
Cc2 DolP Port TE Connectivity
4x2 PINs 2311621-1
S C3 CANO-CAN7 TE Connectivity
Tiglielpad ' 8x2 PINs 2311622-1
c4 Hfth{SS(Power, LIN, URAT, TE Connectivity
ADC, PWM, IO etc.) 2329531-1
10x2 PINs

h o
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i 20f3
MPC5748G-GWig{4: #Ri%EL

- [REBEPRIEZRE

C2
C1 DalP-RE+  P3
J14A 1|~ I|5 4 pa
, 2?2 DolPRX- P3
. il s P3 DolP-TX+ %f’ S 3 S
2R s 283
=] ‘P-Enable % s ¥
P4 TRX2-P. 2’ O i »?
P4  TRX2- N%( O
5
P4 TRX3-P. O
P4  TRX3- Nﬁ( 2 1o C3
P4 TR>>(<2F’ ; =
103 F;55 %ﬂ%’ﬂ 4 }? 0O 18 2> CANSH P86
9-2305390-9 P5 CAN11I-|1 é 12 88 20 g SQSE?HL Eg
p5 CANDH R 1210015 0> CANBL P6
C4 P5 CAN2L K 0 O3 20 CANTH P8
CAN3H <K O 0157 Q0 CAN7L P
P5 < 16 9 N
25 | 5ol 35 HS1 P20 P5 CAN3L > O
B PWMLN S 26 [ 55136 HS2 P20
GR0 PWHLRCE % 2 oot LINT  P7
P20 ANTT 5 g < RS32TX Pa ‘ '
e n S 3ot Lot
P20 WAKEZOUT % 00 Z DD 4\
+5V_0UT oo l= il
+5V_0OUT 34 00 OBA
46 GND<




MPC5748G-GWHE(H: tRi%EO 30f3
- Fg;[R{LE:

WIRBAT T+ JEZZE Bt DC EBIRAVIER 12V+ ca
WRimGND iE#ZI Bt DC BBiRAYHaR12V-
PWM_IN_1 \ 25 | 5ol 35
PWM_IN_2 <K 26 36 HS1 P20
AR oot § il
BATT+ YHRIAR_E PIN43, PIN443 B ANz g T OST 2 Wz P
GND SRR PIN41, PIN42, PIN343 |f] WAKEOUT 22 ST 0 a1 D SR
+5V_OUT1 32 | 50132 (~GND
+5V_OUT BB OBATT+
CHE 3 oo+ OBATT+

WNREEFARLIXFNEREES, BB LA IREZ
RHEAER, MR {ERE3RGNDZ,

h o
P
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MPC5748G-GWHE(H: HElEW& B AN RELHRH<AIT8E

« Jumper J3
- (RIS, A& ]
ser
« Jumper J4 Switeh
- I FATLAFRESBCEMIMPC5748GHITHEE. BS  J12
TS ESCHRIEE. J13
- Jumper J5
- &3 ERB#ESBCH \DebuglEifiEnt,, iXFER
TSBC{EmEBRIRIRHREFEA. EZSBCRILT
{EfE=;, 15Z& nxp.com/Power SBC

« Jumper J12

- BHIEER L, SR fRER P RS AL
MPC5748G

« Jumper J13

= % oM §2018 NXP B.V

- BhiBERE ERT AR P AR ENRE S 32Kt A £a) 5 e
IERISHBRTT, & F S INPERISITIE. = : L tte

- User Switch

- APARATHRESMMCU. EZFESESERE
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MPC5748G-GW Board : fmisiE]
JTAG

Support USB P2
Multilink Interface

uummn;;‘;zg “

I

i ©2018 NxP BV
MPCS5T486-GW

waamot L
ES

ancan W

FRIT
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BRI
o~ oS
- IDE & Compilers SERkFH R R mIFINR Green Hills

~Free S32 Design Studio IDE for Power Architecture with GCC compiler SOFTIWARE
—GHS MULTI Integrated Development Environment
—Cosmic IDE "

-iSystems winIDEA IDE 7 SYSTEM

—Sourcery™ CodeBench Development Tools =

- Debuggers {28
-P&E USB Multilink
—-iSystems iC6000
—Lauterbach TRACE32 JTAG Debugger

A 4
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S32 IR¥HFEZTEE(SDK)

JFAutosar U348

SESRBESE: FFSSPICE/CMMI, MISRA 2012

E I ACHBCE SR S 3 2
FAEclipse & Efthh IDEs

5 MPC574x ZE&EAYC

R =t

h o
P
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S32 SDK - & M5

Applications Driver Examples

LIN AMMCLib Audio

Touch
Sensing Processor

Expert Ul
Config

files
TCP/IP sPTLib AVB

NFC Motor Control

CAN sCST Security

Middleware

Safety Misc

Analog Comms Safety& Timers External Soc&
Securit Boards
Y Start-up/
PAL PAL PAL Compiler
PD PD PD linker files

Low-level
Drivers

Headers

Hardware S32RXX S32K14X MPC57XX S32K2XX S32GXX
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%ﬁﬁﬂﬁﬂ’\]ﬂ FAutosar 2K REHNIETTA
- DERIEGZER

- BENE, BRI IR

. EERRFES32 Design Studio LA Efth IDEs
. EERKFreeRTOS SCRHR{ER S

- ZFhTESE

- BEMNEGFITE



HFIIBTi=

- FgmiFRIREGILRE, BILAM nxp.com/MPC5748G-GW 3%
SRR EF.

- IREJLASZEMPC574xGN AEICHRIGEGITIE, Flal
AN4830: Qorivva Recipes for MPC574xG

- BEZAMHSEAIFEGIRTLAMNXp.com/DEVKIT-
MPC5748GTaE, LK S32DSERAIMPCS574xGHEF| T
BHRSAFLEBEER.

- BEHISIFEEE I IG SR IRRIETUE.
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1

2
3.
4
)

BEp TEEE:

CAN

. CANFD

Ethernet MACO and SPI

. Ethernet_ MAC1
. UART
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HETF BRIV

- NRBHEIFEESANAGR, BIESDCHEIRAYEEE
- SNER 12 V (HEBHRIE

- Fully regulated Switching Power Supply

- Input Voltage: 100-240V AC 50/60Hz

- Output: 12V 1A/2A DC

- ¥EFDCHJR, A ITECH IT6721

- WNRFERERE, ATLAKE debug from RAM”.

- {R¥5F S32 Design Studio IDE LA} S32 SDK fE&#hiva, LUAZIEIFRIEERRER.

- {ERFHIEAEE, FJLENXP CommunityFRMPCExxxtEXITIE X F1Eia).
- BRAREHE:

- WWW.NXp.com/mpc5748¢g

- www.nxp.com/devkit-mpc5748g

- Www.nxp.com/s32ds

- WWW.Nxp.com/community
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BFMXSERITHEHZHRALE (Firmware OTA) [HRRS

SRS SEESN. BISRHAERERMEEBIRERR, FW LSRN 7 HkBSRIBE RS, RS
HHEEESHIIRESINSTE. EIGEET, BEE=FFR (FOTA) BARRKAZ PR SFEATSERAIRFELD
A< —, WRERFREE N SERIDERN.

FFOTARAAEF REFRAHIAT0, MIAUTERENIESERRIRIRAMRTE, AR LIETZERIIT
EBEREANE PR REMRIFIIRENSE. BERGFRISITALSE R TRIEFHRRS.

NXPETXIFOTAREE, &8P RMISEIRITFES, B TENFOTAERRSR. RAE A TFOTARRKHE
HInf2iR5S5e8im. TBoxim (4G LTE) . HRRRIK. EiEHEsmMENECUE TSR, ST 7 B EixiEiRSes
InlLEeF M, RESRAEHENZENZER, PRMIBEGEE. XIEFIOTATIE, IRERMEER
FRFRINZRZ 2 EITFIZ £ Bootloader,
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BFMXSERITHEHZHRALE (Firmware OTA) [HRRS

4514

1. ZERER T RENFOTAIRESLIIEZENEZRFAMAN I T RIKERAR, FEa T
egER, LM nimiRSERALFOTAREX, FIF4CMSHIRZEIEIN, ML KIEFES
TEFRFIIEE

2. REETISEURMPRMRK, BR T BEHINIES MBI ER ML,

3. BT ZEENSERLIKM100Base-T1 ) CAN-FDIE ., EFMCUEEGINZRRHSMEAK
CSEcHYEEINMEZLZ RS ;
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MPC5748G-GW FOTA DEMO

6-PACK PRESENTATION

APR, 2019
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Key Themes of the MPC5748G-GW FOTA DEMO

- This demo provides proof-of-concept for FOTA implementation, which is of key interest to OEM / Tier1
companies before building a complete FOTA system.

Function of this demo is as below:
- MPC5748G-GW acts as FOTA manager to upgrade ECU’s firmware

- MPC5748G-GW checks availability of new version of ECU firmware, and instructs T-Box to download encrypted image
from cloud server with performs integrity and authentication check, and writes to eMMC memory

- MPC5748G-GW self upgrading implements A/B swap and differential update, supporting rollback
- MPC5748G-GW installs the new version firmware to ECU at the right time

Key features implemented:

- A/B update using flash remapping function (Gateway self firmware upgrade)

- App image authentication using RSA signature (X.509 certificate parsing)

- Firmware differential update

- Key management

CONFIDENTIAL | 66



MPC5748G-GW FOTA Demo System

192.168.1.19

MPC5748-
GW-RDB

Switch

CAN FD .
CAN FD .
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MPC5748G-GW-RDB Software Architecture
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MPC5748G-GW-RDB Hardware

SWD JTAG SPI
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MPC5748G-GW-RDB: Block Diagram Board Link

70

Hardware Resources:

» 5 x 100Mbit/s Ethernet
= 4x100Base-T1

= 1x100Base-TX for DolP

= 8 x CAN(CAN-FD compatible)
= 2xLIN

= eMMC (4GB)

= 3 x PWM/ Digital IN

= 2 X Analog IN

= 2 x HS Switch OUT

= Wake IN/Wake OUT

= 1 x RS232

= JTAG Debug

»  Support 1ISO26262 functional safety features:

- ASIL -D Safety power SBC FS65xx
- ASIL -B MPC5748G as main MCU
- ASIL -B S32K144 as sub-MCU for monitoring/supervising
- ASIL -A SJA1105Q 5-ports Ethernet Switch

- Fault management and reset logic circuit

CONFIDENTIAL AND PROPRIETARY
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Real Demo Picture
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INTRUSION DETECTION SYSTEM (IDS) REFERENCE DESIGN

6-PACK PRESENTATION

MAY, 2019
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Key Themes of IDS Reference Design

Intrusion detection on ethernet port

» Bandwidth use report per data flow.

> Supports ethernet flow intrusion detection and warning. The flow threshold of
each service is configurable.

> Supports IP white/blacklist filtering and warning.

> Log is generated under suspicious events such as threshold exceeded,
unauthorized communication.

> CPU utility report.
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Key Themes of IDS Reference Design

Webserver and GUI

A webserver is running on MPC5748G for configuration and gathering
information to display. GUI supports following features:

> Displays ethernet flow statistics for each configured service
> Displays ethernet flow intrusion detection warnings

> Displays |IP white list intrusion detection warnings

> Collects logs for each intrusion

» Configures services for IDS

> Configures ethernet flow threshold for each service

» Configures port information for IDS
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Key Themes of IDS Reference Design

Features Not Supported:

> CAN/LIN flow statistics

> CAN/LIN intrusion detection
> Ethernet ARP intrusion
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IDS Reference Design: Block Diagram

MPC5748G Supported Feature:

Ethernet flow monitoring
Ethernet flow intrusion detection
IP white list intrusion detection
GUI information displaying

GUI configuration interface

GUI logging

CPU load logging

LWIP

Drop and Generate log

AN N N N N N

From TBOX
From IVI Eth Switch From ADAS
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IDS Reference Design: Software Architecture

IDS

Display and Configuration Unit

Application
protocol

Processing and Management Unit

FREERTOS

Statistics and Report Unit

TCP/IP
Stack

Driver Unit

CAN Lin Stinger

Driver Driver Driver £ B

HW Platform
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IDS Reference Design: Hardware Platform
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IDS Reference Design: Real Demo Layout
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IDS Reference Design: Demo Operation

Browse webserver running on MPC5748G by Internet Explorer on PC, will show 3 pages: Home,
Config, and LOG:

- Config Flow Monitor:

Business: {Port: Period:  ~Threshold:

- Config White/Black list

White and Black

Port:
Business:

@ Disable O Enable

‘Confirm‘ ‘ Reset ‘
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IDS Reference Design: Demo Operation

- Show Flow Data
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